Do you have PingID set up?

Please use the buttons below

After you are connected remotely, find more Employee Tech Resources by typing http://help in
your web browser.

FIFTH THIRD BANK



Are you using a Fifth Third Laptop?

Please use the buttons below

After you are connected remotely, find more Employee Tech Resources by typing http://help in
your web browser.

http://help

Visit our IT help site
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PingID Installation Guide

PING ID is the new way to authenticate your credentials used for
mobile apps involving Fifth Third Data (ex. Microsoft Teams,
Outlook, Workday, etc.) AppGate, and Citrix Remote Access.

Where you previously used your PIN+RSA Token to authenticate,
you will now use the PinglD mobile app.

Before you get started, make sure you have the following:

« The mobile device where you'll be installing the PingID app

« A Fifth Third Bank-owned device that is connected to the Fifth Third Network (like
your 5/3 Laptop, Desktop, or Tablet)

Once approved, you can access AppGate (use with a Fifth
Third device) or Citrix (use with a personal device).

Using AppGate Using Citrix

® @
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PinglID Installation Guide

Setting Up the PingID App

1. On your mobile device, download and launch the PinglD mobile app from your device's

app store
1:249 > mm)
Q. PingID @ Cancel
PingID
Productivity GET
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2. Accept and Confirm the Terms of Service
11:287 - 1:299 e
< App Store < App Store
Terms of Service
The Ping Identity Corporation (“Ping”, “we”, or
“our”) mobile device or computer application and
related software (the “Application”, or the “App”) is
to be used exclusively in connection with Ping’s
PingOne or PingID service (together with the
Application, the “Service”). Ping offers the Service
only to legal entities (“Customers”) who have Important
entered into a binding agreement with Ping (a
“Customer Agreement”). To securely authenticate with PingID, you will need
X to approve the following prompts: push
You may only use the Service, including the notifications, camera and location.

Application, if you are an authorized user of a
Customer. Such authorized users, and any others
who download, access, use, purchase and/or
subscribe to the Service (collectively or individually

“you” or “users”), must do so under the following
terms and conditions of use. | Understand

THIS END USER LICENSE AGREEMENT (THIS
“AGREEMENT") SHALL CONSTITUTE THE
ENTIRE AGREEMENT BETWEEN YOU AND PING
CONGCERNING YOUR USE OF THE SERVICE. BY
USING THE SERVICE, YOU AGREE TO AND
ACCEPT THIS AGREEMENT. YOU MAY USE THE
SERVICE ONLY IN ACCORDANGCE WITH THIS
AGREEMENT. IF YOU DO NOT AGREE WITH ALL
THE TERMS OF THIS AGREEMENT, YOU SHALL
NOT BE ENTITLED TO USE THE SERVICE.

1. SERVICE AND RESTRICTIONS.

1.1 Ping shall provide the Service, including the
Application, to you only for the term of the
Customer Agreement (the “Term”). During the
Term or otherwise, you shall not: (i) modify,
disassemble, decompile or reverse engineer the
Service, including the Application, except to the
extent that such restriction is expres:iy prohibited

Accept

3. Click Allow to allow the PING ID app to send nofifications

“PingID"” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow
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4. Click OK to allow the PinglD app to access the Camera

“PingID"” Would Like to
Access the Camera
Camera is used for QR scanning

Don't Allow

5. ON YOUR FIFTH THIRD DEVICE: Open this link
https://desktop.pingone.com/fifththird/Selection2PING ID
in your web browser

¢ When the site launches, click Get Started

« Cycle through the help tips if needed

Welcome To PingOne

We'll show you a few quick reference points
to start using the tool. Once you have
familiarized yourself with the dock you are
good to go.

Get Started

Dismiss

6. Click your name in top right > Devices

PingOne x |

Taneesha Parker ®

Devices

ALL APPLICATIONS

() Help

" signoff

7. Onthe My Devices page, click Add

My Devices

. PinglD
iD J + Add



https://desktop.pingone.com/fifththird/Selection?PingID
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8. Using the camera on your mobile device, scan the QR Code

Add a New Device

— PinglD Mobile Application

! For the best experience, In d sca
QR cc

enter the palring code manu

Pairing Code: 9 s

9. Click Allow to allow the PingID app to access your Location

Allow “PingID" to access your
location while you are using
the app?

Location ensures maximum
authentication security

Don't Allow

10. Complete your profile by adding a nickname for device. Optionally, add a photo.

11.When complete, click Done
Pingfl]

Complete Your Profile

Choose a nickname and image for your secure PingID profile.

iPhone XS Max

Done

12. The site in your web browser will show Authenticating, this is expected
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13. Click Allow to allow the PingID app to use Face/Touch ID (or other bio-metric)

Do you want to allow
“PingID" to use Face ID?
Use FacelD to authenticate with PingID

Don't Allow

14. When your Authentication is complete, the browser will update My Devices
o) Fifth Third Bank X

J My Devices
ip PinglD (4 Add \
Authenticated | _
iPhone Xs Max Mobile
IPhone Xs Max

You're done!

Keep PingID running in the background to
allow continuous authentication.

15. Click the X in top right of mobile app to exit this screen

o) Fifth Third Bank X

Success! PinglD is now set up and you can use PingID to authenticate
within Fifth Third mobile apps. NOTE: The one-time passcode is not
required at this time.
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AppGate SDP Instructions

Logging in with AppGate SDP

1. Start the AppGate application by searching for "AppGate" in the menu bar in
the bottom left of your screen and clicking on the application to launch it.

2. Once AppGate SDP opens, click the "SIGN IN WITH PROVIDER" button"

| s - X

My Identity

Sign in with external provider

&

SIGN IN WITH PROVIDER
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Logging in with AppGate SDP cont.

3. Your web browser should open to a b2e.ss0.53.com domain. Enter your 53rd
email in the appropriate location and select "Sign On"

Fifth Third ID First Login

FIFTH THIRD WORK EMAIL ADDRESS

| |
e ]

4. You should be redirected to a authenticator.pingone.com domain and you should
be prompted for verification via PING ID on your registered mobile device.

**The prompt on your mobile device will
look like this. Select and verify with PING

Authenticating on \
Verizon SM-G930V

B PINGID now

SSO
You have a new authentication request. I

Settings ‘

Ping™




FIFTH THIRD BANK

Working Remote: Connecting through Citrix using a Personal Device

What is Citrix Workspace & who should use it?

Citrix Workspace, formerly Citrix Receiver, allows you to work remotely without having your Fifth
Third machine. Citrix Workspace gives you instant access to all of your apps, files, and desktops
from an easy-to-use, all-in-one interface. You can view your desktop through the Citrix Work-
space client, which is available for various op erating systems. Note: If you have a Fifth Third
provided laptop or tablet, you should use AppG ate when working remote.

If you use a Desktop at work, you should use Citrix whenever you are working remotely.

How to install Citrix Workspace app on your personal device:
1. On your personal device, click here to go to the Citrix Workspace app Download page.

2. Select the appropriate install you need based on your OS (Mac, iOS, Android, etc.)

3. Once the Citrix Workspace App has been installed, you can access Remote Access two ways.
Let’'s walk through both:

How to connect to Citrix Workspace (Option 1- Web Browser)

1. Go to https://SA.53.com. If you've already navigated here, you can remain on the same home
screen.

2. Fillin your Network ID, Password, and PingiD Token.
3. Check the | accept the Fifth Third Legal Notice box.
4. Click Log On.

Welcome to Fifth Third Remote Access

Network ID :

Network Password :

PING Token :

5. Click Employee Desktop to connect to your Desktop.

[53) FIeTH THIRD BANK m

FANORITES

! Details

Employee Desktop



https://www.citrix.com/downloads/workspace-app/
https://sa.53.com/logon/LogonPoint/index.html
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Working Remote: Connecting through Citrix using a Personal Device

How to connect to Citrix Workspace (Option 2- Citrix Workspace App)

1. The first ime you log in, you will need to configure it by opening the Citrix Workspace App on
your personal device.

2. You willbe prompted to enter in your email address or the address provided by your administra-
tor. Enterin SA.53.com.

3. Click Add.

@ Citrix Workspace X
Add Account

Enter your work email or server address provided
by your IT department:

sa.53.com

D Do not show this window automatically at logon.

Add Close

4. Enter your Network ID, Network Password, and PING ID Token. Click Log On.

Uszer name: I

Password: |

Paszcode: |

I Log On Cancel

5. Click Employee or Confractor Desktop to connect to your desktop. If you wish to use the Re-
mote Desktop Connection, click Apps > Remote Desktop Connection.

Al | Categories Note: The Employee
- (- vetails Details vetails
, o7 &/ A and Contractor
Cisco Jabber Fifth Third Intranet Fifth Third MainFrame
Desktops are based on
a standard Fifth Third

£

X§ Details Details \J > Details PC. If you are US'ng the
Microsoft Excel 2010 Microsoft OneNote 2010 Microsof ft Outlook 2010 Em pl Oyee o r
Conftractor Desktop,
/P? Details w‘! Details ;)‘. Details yOU Wi” nOT ﬁnd G” Of
Microson PowePoint 2010 o Remote Desktop Connecton your applications
installed.

‘)( 1 Details

Remote Desktop Connection - Visio 2016 Citrix
2016

Details

B

After you are connected remotely, find more Employee Tech Resources by typing http://help

in your web browser




